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Domain Name Rules Require Good Faith
Ray K. Harris

Two recent developments rlating to resolution of domain name disputes have a common focus:
preventing bad faith use of domain names. Effective December 1, 1999, the Internet Corporation for
Assigned Name and Numbers (ICANN) adopted a Uniform Dispute Resolution Policy that provides
adminigrative hearings to prevent regitration and use of domain namesin bad faith. On November 29,
1999 President Clinton signed legidation including the Anti-cybersquatting Consumer Protection Act
which provides judicid rdief to prevent use of a domain name confusngly smilar to the trademark of
another person with a“bad faith intent” to profit.

The Old NSI Palicy

More and more businesses engaged in eectronic commerce “prefer that customers smply be

able to find a webste directly usng a corporate name, trademark or service mark.” Lockheed Martin

Corp. v. Network Solutions Inc., 985 F. Supp. 949, 952 (C.D. Cal. 1997), aff’d. 194 F.2d 980 (9"

Cir. 1999). Similar trademarks can co-exig in the traditiona marketplace when they are used in
connection with separate lines of goods or services so that no consumer confusion results. On the
Internet two regidtrants can not use identical domain names. This creates severd problems, including:
1) cyber-squatting, in which desirable domain names are registered for the purpose of sdling them to
their most logical users* 2) domain name typos in which non-identical domain names are used to siphon

business from popular sites? and 3) conflicts between multiple potential users of a given domain name?

1 “Cybersquatting” has generally been condemned. See, e.g. Panovision International LP v. Toeppen,
141 F.3d 1316 (9" Cir. 1998).
2 See, e.q., Porsche Cars North America Inc. v. Porsch.com, 51 F. Supp. 707 (ED Va. 1999).




To minimize adminigtrative costs, NSl dlocated domain names on firg to apply basis without
any anaydss of potentid trademark infringement. From 1993 until 1999, Internet domain names in the
most popular top level domains (.com, .net and .org) were processed exclusvely by Network Solutions
Inc. (NSI) under contract with Internet Assigned Number Authority (IANA) and Internet Network
Information Center (InterNIC). Under NS policy the holder of a registered trademark could prevent
use of a trademark as a domain name by placing the domain name “on hold” even after it had been
placed in use. Critics contended this policy gave insufficient protection to common law trademark rights
and dlowed atrademark owner to hijack the domain name.*

NSI’s policy has been criticized as favoring trademark owners over
domain name holders, and favoring owners of federdly registered
marks over owners of nonregistered marks, because owners of
federdly registered marks can invoke NSI’s policy to effectively enjoin
the use of identical domain names without having to make any showing
of infringement or dilution.

L ockheed Martin Corp. v. Network Solutions Inc., 985 F. Supp. 949, 953 (C.D. Cal. 1997).

The New ICANN Palicy

In late 1998, the Internet Corporation for Assgned Names and Numbers (ICANN) was
formed as a private, nonprofit corporaion to coordinate and administer policies and technica
protocols in the place of the former Internet Assigned Number Authority (IANA). In August, 1999
ICANN adopted a uniform dispute resolution policy to be applied by al ICANN accredited registrars
in the .com, .net and .org top level domains. In the event of bad faith use of the trademark of another

party the uniform policy establishes an adminigtrative procedure designed to take less than 45 days.

3 See, e.q., Hasbro, Inc. v. Clue Computing, Inc., 66 F. Supp. 117 (D. Mass. 1999) (use of clue.com).




Fees to the dispute resolution pand are expected to be approximately $1,000. A key objective of the
uniform policy was to avoid the perceived undue leverage given trademark registrants under the former
NSl policy.

The ICANN policy went into effect for American Online, Network Solutions, Inc. and Namelt
Corporation on January 3, 2000. The policy has been in effective since December 1, 1994 for al other
ICANN accredited registrars. As of January 10, 1999, the only approved dispute resolution service
providers are.  the World Intellectud Property Organization; the Nationd Arbitation Forum; and
Disputes.org/eResolutionConsortium

Adminigrative proceedings are avalable if: 1) the doman name is identicd or confusngly
amilar to atrademark or a service mark; 2) the registrant has no legitimate interest in the domain name;
and 3) the domain name is registered and used and bad faith. Note that the disputed name must be
both registered and used before the mandatory policy can be invoked.

Bad fath exigs if: 1) the domain name was regisered primarily for the purpose of sdling,
renting or trandferring it to the owner of atrademark (or a competitor) for more than the out- of-pocket
costs, 2) the domain name was registered to prevent the owner of the trademark from obtaining the
domain name as part of a pattern of conduct; 3) the domain name was registered primarily for the
purpose of disrupting a competitor's business; or 4) the registrant intentionally attempted to attract users
to the domain for commercid gain by creeting a likeihood of confuson. Conversdy, the registirant may
show alegitimate interest in a domain name if: 1) the registrant used domain name in connection with a

bona fide offering of goods or services before any notice of the dispute; 2) the registrant has been

4 Trademark owners who could claim the mark had achieved alevel of fame could also assert trademark
dilution claims. 15 U.S.C. § 1125(c).



commonly known by the domain name; or 3) the domain name is not being used for commercia
purposes or to tarnish the trademark.
The complainant (trademark owner) is entitled to select the service provider for the mandatory
adminigtrative proceeding and dect either a Sngle arbitrator or a pand of 3. All fees are pad by the
complainant unless the respondent increases the pand from 1 to 3 (in which case the fees will be shared
equally). The administrative panel can only cancd or transfer the domain name registration.> The pand
decison must be in writing and provide the reasons on which it is based.
If after congdering the submissons the pane finds that the complaint
was brought in bad faith, for example in an attempt at reverse domain
name hijacking® what was brought primarily to harass the domain name
holder, the pand shdl declare in its decison that the complaint was
brought in bad fath and conditutes an abuse of the adminidrative
proceeding.

Rules for Uniform Domain Name Dispute Resolution Policy, paragraph 15(e).

Either party may submit the dispute to a court of competent jurisdiction before or after the
mandatory adminigrative proceeding. In generd, judicid proceedings must be brought either: where
the registrar has its principd office; or at the location of the registrant as shown in the registrar’ s Whois
database.

The policy is not intended to gpply to al trademark disputes, but only those which involve

“abudve regigration.” Thus, for example where both disputants have trademark rights in the name, the

dispute must be resolved in the courts.

® The complainant must release any claims against ICANN, the registrar and the dispute resolution
provider as part of initiating the proceeding. Rules for Uniform Domain Name Dispute Resolution Policy |
3(b)(xiv).

® “Reverse domain name hijacking” is defined as use of the policy “in bad faith to attempt to deprive a
registered domain name holder of adomain name.” 1d. T 1.



The New L egidation

The Anticybersguetting Consumer Protection Act, codified at 15 U.S.C. § 1125(d), prohibits
trafficking in, usng or regisering a domain name identical or confusingly smilar to the trademark of
another person.” The legidation diminates the “use in commerce’ defense under which cybersquatters
registered the name but did not actualy use the registered name to offer goods or services, thereby
arguably avoiding trademark liability.

This legidation goplies only to a“bad faith intent to profit” from amark. Bad faith intent may be
indicated by a number of factors, including: 1) the intent to harm goodwill (by diverting customers or
tarnishing the mark); 2) an offer to transfer the domain name for financid gain without an intent to use
the domain name to offer goods or services, 3) the use of fase information in obtaining the regidration;
4) a pattern of warehousing confusng domain names through multiple registrations. Bad faith does not
exist where the registrant reasonably believed use of the domain name was legd (for example dueto fair
use).

Suit againgt a cybersquatter must be brought where the registrar islocated. No damages can be
obtained againgt accredited registrars by ether party unless they are found to have a bad faith intent to
profit. The court may award damages againgt the registrant (or a licensee) and order cancdllation or
transfer of the domain name. If the domain has been disabled under a registrar’s policy to protect
trademarks, the court may order reectivation if use is not found unlawful. The Act applies to

registrations obtained before passage of the Act; however, damages authorized by the Act cannot be

" The new law protects individuals names, as well as trademarks. Congress has ordered the Department
of Commerce to develop guidelines for protection for famous names with ICANN.



recovered for conduct prior to enactment. Statutory damages from $1,000 to $100,000 per domain
name are avalablein lieu of actud damages.

The legidaion dlows in rem action againgt the gte itself when domain name owners cannot be
located. Suit must be brought where the regisirar is located and remedies are limited to cancellation or
transfer of the domain name. At least one case prior to enactment of the legidation had denied smilar in

remrelief. Porsche Cars North Americalnc. v. Porsch.com, 51 F. Supp. 707 (ED Va. 1999).

Within days of enactment, lawsuits were filed by such diverse interests as actor Brad Fitt, the
National Footbdl League and Harvard University. Both the ICANN policy and the new legidation will
provide vauable remedies for victims of cyberpiracy. Nether development, however, will assg in
resolving the more difficult disputes involving doman names incorporating a trademark used by both

cdamants.



